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Abstract:
Bitcoin is a system created to service micro-payments in e-commerce, as well as the digital unit of
value functioning in the system's environment. When analysed, the behaviour of market participants
indicates that the introduction of investment applications of the cryptocurrency, in parallel with its
original payment application, had a tremendous impact on the larger-scale functioning of the
system. This was aided by the functioning of many trading platforms allowing for exchange into
traditional currencies and a high volatility of quotations.
Without doubt, bitcoin may be branded a ground-breaking financial innovation or a work of genius.
However, the growing, and even global use of bitcoin has brought some of the system's
imperfections to light. As the system developed, bitcoin users started to have a better view of the
threats to the correct functioning of the system arising from its construction.
The paper aims to indicate the main barriers limiting the functioning of the bitcoin system, and its
use in payments in particular. The work has adopted the following research hypothesis: In the early
stages of bitcoin functioning, users had little awareness of the technological flaws of the system. The
study analyses the literature on the subject and the results of a survey carried out among Polish
bitcoin users. The analysis confirms of the research hypothesis, as it shows that in the system’s first
several years, users identified the following threats to the system’s functioning: the speculative
nature of bitcoin, the lack of adequate awareness in society which would allow for a widespread use
of the innovation, potential too strict regulation of the cryptocurrencies market or its banning. The
authors also present threats to the functioning of the system which in their opinion are of greatest
importance at the moment. These relate to the existence of intermediaries, the lack of systemic
incentives addressed to bitcoin merchants, growing costs and payment processing time. The authors
intend to indicate those aspects of bitcoin's functioning in order to make the use of cryptocurrencies
more conscious and contribute to limiting financial risk of system users.
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Introduction 

Bitcoin is in an innovative payment system and the unit of value functioning therein. 

Technological solutions applied in the bitcoin system were intended for carrying out 

micro-payments in e-commerce which are marked by high security levels, low costs 

and extensive anonymity. At the initial stage, when the system users were a small 

group of people fascinated with the idea of bitcoin, importance was ascribed to the 

original application of the cryptocurrency, i.e. for payment purposes. However, the 

development of the bitcoin system expressed in high volumes of transactions 

concluded is more related to the proliferation of the cryptocurrency's use in 

investments. System participants started seeing bitcoin is a type of alternative 

investment, rather than an instrument for making payments. This is also reflected in 

papers in the field of finance referring to the issue of bitcoin as they often analyse the 

behaviour of the cryptocurrency's quotations (Kristoufek, 2015; Brandvold, Molnar, 

Vagstad, Valstad, 2015; Baek, M. Elbeck, 2015; Cheung, Roca, Su, 2015; Ciaian, 

Rajcaniova, Kancs 2016). The study of available literature on the subject has shown 

that relatively little attention has been devoted to the use of bitcoin in payments 

(Polasik, Piotrowska, Wiśniewski, Kotkowski, Lightfoot, 2015; Leung, Dickinger, 2017; 

Schuh, Shy, 2015) and that the adopted systemic solutions were not perceived as a 

particularly significant limitation on the basic function of bitcoin. 

The several years during which the world could observe the functioning of the system 

have undoubtedly proven its creator's genius. Nevertheless, the bitcoin system is not 

a perfect product. The development of bitcoin, and in particular the ever wider and 

more active use of the cryptocurrency, has shed light on certain imperfections which 

may threaten the effective functioning of the system in line with its underlying idea. 

The paper aims to indicate the main barriers limiting the functioning of the bitcoin 

system, and its use in payments in particular. We have adopted the following research 

hypothesis: In the early stages of bitcoin functioning, users had little awareness of the 

technological flaws of the system. 

The paper presents selected results of a pioneer study of Polish bitcoin users carried 

out by one of us between February and July 2014. The study employs a questionnaire 

survey distributed through online channels and in person during conferences 

regarding the matter. This contributed to a very broad outreach of the study. To the 

best of our knowledge, survey invitations containing a link to an anonymous online 

questionnaire were placed on all Polish websites visited by people interested in bitcoin 

that were operational during the study period, such as: forums, blogs, news services 

and social media1. The survey received answers from 628 respondents2, with the 

number of bitcoin users in Poland at that time estimated at 10–20 thousand at 

maximum. 

                                                           
1
 Services covered by the study: bitcoin.pl, bitcoin4u.pl, forum.bitcoin.pl, satoshi.pl, facebook.com. 

2
 The survey was addressed to people interested in the cryptocurrency. The vast majority of respondents (86%) 

were already holding bitcoin. 
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Idea and basic assumptions of the bitcoin system 

In our opinion, bitcoin is the first cryptocurrency verified in practice, used for payment 

and investment purposes, based on an open source system using cryptographic 

technologies in a distributed network of users to issue the cryptocurrency, register 

transactions and verify their correctness. Understanding the nature of bitcoin requires 

understanding its underpinning technological and ideological factors. This specific 

combination has had an impact on how the system is formed, and it largely justifies 

the literature’s use of the notion of financial innovation with regard to bitcoin (Grinberg, 

2012; Brito, Castillo, 2016; Kelly, 2015). From the technological viewpoint, the on-line 

emergence of the paper Bitcoin: A Peer-to-Peer Electronic Cash System (Nakamoto, 

2008), followed by the cryptocurrency itself, was the culmination of many years of 

attempts to create fully functional digital money. The solution proposed by S. 

Nakamoto is based to a large extent on the previously presented concepts regarding 

the issue of user anonymity and system decentralisation (Barber, Boyen, Shi, Uzun, 

2012; Moore, 2013; Franco, 2015). Those two features of a payment system were 

particularly important for liberal cryptographers from the cypherpunk movement (May 

1992; Hughes 1993). The developer of the bitcoin system knew this group and shared 

some of their ideas.  

When put to analysis, the manifesto Bitcoin: A Peer-to-Peer Electronic Cash System 

indicates that S. Nakamoto was aiming at reducing costs of transactions carried out 

using electronic channels. This was to be attained by departing from the principle of 

trust and founding the payment system on cryptography, as well as introducing 

irreversible transactions. S. Nakamoto remarked that a third party authenticating 

transactions in electronic commerce and the option to reverse an electronic payment 

decrease the system's cost effectiveness. 

When constructing the system, S. Nakamoto used a model of communication between 

Internet users based on a peer-to-peer network (Feld, Schönfeld, Werner, 2014). A 

network of equal participants has no hierarchical structure, no central unit, and 

different functions may be performed by any participant. This solution has contributed 

to creating a distributed system structure which granted considerable protection 

against destruction. 

The issuance of cryptocurrency units in the bitcoin system is limited in time and 

automatic, and results from solving certain mathematical puzzles. New bitcoin units 

are a form of rewarding miners who by creating the correct block also verify the 

correctness of transactions submitted to the system. The reward was 50 bitcoins when 

the system launched in 2009, and was to be halved every four years in line with 

system assumptions. The amount of cryptocurrency issued is also controlled by 

adjusting, in two-week cycles, the difficulty of the mathematical problem to be solved 

by miners to the size of the computing power employed. This way, the correct block 

should be found at a fixed frequency of every 10 minutes (Badev, Chen, 2014). 

Adding a block to the blockchain means that the network, and more precisely miners, 

have confirmed that the bitcoins of a person making a transfer of funds have not been 
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previously spent. After receiving six confirmations, the risk that a completed 

transaction will be reversed nears zero. This method of verifying the correctness of 

transactions has drastically limited the chances of double spending (Nian, Chuen, 

2015).  

Results of the empirical study  

The responses obtained in the study (Figure 1) point to a high level of optimism of the 

respondents in terms of the selected features of the bitcoin system. The answers 

placed special emphasis on low transaction costs and high transaction speed. They 

may be attributed to the fact that at the time, miners applied small transaction fees and 

that bitcoin was probably mainly used for investment purposes because if bitcoin was 

frequently used in payments, a 10-minute wait for the first transaction confirmation 

would surely be reflected in a larger share of negative marks. Less optimistic answers 

to other questions should be associated with the existence of apparent anonymity, a 

phenomenon described by Möser et al. (2013) and Reid and Harrigan (2013), and 

user awareness of the complex nature of the system. These features translated into 

limited trust in the system's solutions in the domain of trade security, and storage of 

the cryptocurrency in particular.   

Figure 1. Respondents' assessment of bitcoin features  

 

Source: questionnaire survey of bitcoin users, N=588-590. 

The respondents perceived the digital nature of bitcoin as the main threat to the 

system's functioning. Users were aware that they could lose bitcoins as a result of a 

hacker attack, so they took preventive measures. Answers presented in Figure 2 

regarding a safe place for storing bitcoin indicate that 71% of the respondents 

preferred carriers not connected to the Internet. Of that number, 52% said that the 

safest method was saving private keys offline, e.g. on a pen drive, and 19% chose 

recording them on paper. The data regarding the preferred forms of storing 

cryptocurrency units seem to defy the intended use of bitcoin for payments.  
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Figure 2. The safest place for storing bitcoins 

 

Source: questionnaire survey of bitcoin users, N=570. 

An analysis of Figure 3 provides ample information on areas which threaten the 

development of the bitcoin system form the respondents’ point of view. In general, the 

remarks emphasise external threats for the bitcoin system. Strong exchange rate 

fluctuations, legal and tax barriers, or risk of a ban indicate that threats were sought in 

factors independent of the system's construction. The same may be said about the 

most frequent answer, focusing on the lack of knowledge in society regarding the 

system's functioning, which combines the impact of technological and sociological 

factors.    

Figure 3. Barriers to the development of bitcoin 

 

Source: questionnaire survey of bitcoin users, N=607, respondents could choose up to 3 answers. 

4%

5%

7%

13%

19%

52%

Other

Online server

As a file on a computer 
hard drive 

Encrypted hard drive 
partition

Paper

Cold wallet (offline 
record, e.g. pen drive)

4%

4%

5%

9%

25%

36%

41%

44%

51%

57%

Limited supply resulting in deflation 
(increasing value of the cryptocurrency)

Technological limitations

Other

Risk of cryptographic compromise

No broader interest from society

Treating bitcoin as a speculative asset

Risk of banning the cryptocurrency

Legal or tax barriers

Strong exchange rate fluctuations

System functioning hard to understand 
for an average Internet user

29 May 2017, 8th Economics & Finance Conference, London ISBN 978-80-87927-38-0 , IISES

62http://www.iises.net/proceedings/8th-economics-finance-conference-london/front-page



In 2014, i.e. after the bitcoin system had been functioning for five years, Polish users 

noticed threats to development in factors directly related with the bitcoin system's 

construction only to a minor extent. Only 4% of the answers pointed to technological 

limitations, presented in more detail further in the paper. 

Technical and technological threats to the functioning of the bitcoin 

system  

The development of bitcoin has disclosed certain processes or phenomena which 

have a negative impact on the efficient and intended functioning of the system. These 

include, in our opinion: the system being dependent on financial intermediaries, 

including banking sector institutions, lack of systemic incentives addressed to bitcoin 

merchants, rising transaction costs and low transaction capacity of the bitcoin system.  

One of the cornerstones of the bitcoin payment system, i.e. the elimination of the 

financial intermediary in the process of carrying out a transaction, has never been 

achieved in practice. The bitcoin system could truly be considered fully independent if 

it comprised only direct transactions between cryptocurrency holders. At the very early 

stage, virtually any interested person could mine cryptocurrency units after installing 

the dedicated software. Whereas as the system developed, the need to have 

expensive and highly specialised mining hardware became a serious barrier to 

acquiring the cryptocurrency this way. Therefore, it turned out that in order for the 

system to develop and be used on a broader scale, it would be necessary to have 

certain groups of specialised financial intermediaries. However, their introduction 

brought about new types of threats for bitcoin users. 

First bitcoin trading platforms, frequently referred to as exchanges, emerged around a 

year after bitcoin started functioning online. They link the bitcoin system with the 

traditional financial system, and are currently the most common place for carrying out 

bitcoin sale and purchase transactions. It should be noted that using the platforms 

makes the functioning of the bitcoin system subject to the actions of banking sector 

institutions which in a sense are in competition with bitcoin. This is related to the need 

to hold a bank account containing funds in traditional currencies used to purchase the 

cryptocurrency or obtained from its sale. Banks may therefore track or block the 

actions of system uses. This is not only theory: there have been instances where 

banks terminated agreements with customers transferring funds to the accounts of 

exchanges (Gawin, 2015) or closed bank accounts of trading platforms (BitMarket.pl, 

2015).  

Despite the undeniable advantages of exchanges within the bitcoin system in the form 

of valuing cryptocurrency units and facilitating bitcoin trade, they also bring many 

threats which are not thoroughly recognised by system participants. Firstly, starting an 

account on the platform requires that the user provide personal data. In fact, it is not 

exactly known who their operator is and for what purposes they may be used. This, 

coupled with the efforts needed to open an account, may in turn be a significant 

barrier to new users’ entry into the system. Secondly, the common usage of the term 
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‘exchange’ when referring to the currency trading platforms is misleading because it 

may provide a false sense of security. It should be noted that the functioning of 

cryptocurrency trading platforms is generally not supervised by financial market 

regulators and funds collected in the accounts of platforms are not covered by any 

guarantee or compensation system. Thirdly, in the case of stock exchanges, 

bankruptcies happen to listed companies and not the trading markets themselves. In 

the relatively short history of cryptocurrencies, however, there have been several high-

profile instances of unexpected closures of trading platforms. The best-known cases 

include Mt. Gox and Bitcurex, and they resulted in tremendous losses for 

cryptocurrency holders. When looking for reasons for bankruptcies of cryptocurrency 

trading markets, many name the lack of appropriate technical and IT security against 

hacker attacks or experience in running this kind of business. However, one more 

factor should also be considered: the potential conscious and purposeful criminal 

activity of platform operators. Gaining user trust and making a professional 

appearance may lead to mass theft of funds from the platform's clients, denominated 

both in cryptocurrencies and traditional currencies. The manner in which 

cryptocurrency exchanges function, different from that of stock exchanges, facilitates 

such criminal activities and is a source of risk for bitcoin users. While traditional stock 

exchanges are places where certain instruments are offered for sale and the investors 

continue to own them, it is completely different in the case of cryptocurrencies. 

Someone who wants to sell bitcoins must transfer them to the exchange's address 

and wait for the payment for their sale. Such functioning of the platforms is determined 

by the bitcoin’s construction, namely the fact both the public and the private key have 

to be known in order to transfer the title to the cryptocurrency.  

Another factor having effect on the bitcoin system's potential for development is the 

lack of systemic incentives addressed to bitcoin merchants. An innovative solution 

based on financial incentives and elements of competition addressed to people 

developing and maintaining the system contributed to a quick expansion of the bitcoin 

network users. However, in order to speak of success of the new payment solution, it 

is necessary to create a wide network of bitcoin merchants in parallel to the user 

network. Without it, the system will not have economic use and will cease to be 

attractive for its users. The bitcoin system has practically ignored the issue of its 

connection with real business because the manner in which the acceptance network 

could be developed was not provided for. Apart from the lack of chargeback, there 

were no incentives for merchants who bear many costs and risks related to their 

participation in the network. This issue was quickly noticed by market participants and 

was partially resolved by payment providers. These companies intermediate between 

bitcoin users and merchants, providing payment in a traditional currency. Additionally, 

they free merchants from the exchange rate risk, accounting problems, tax settlement 

of transactions, or the risk of an error during processing a bitcoin transaction. Despite 

numerous benefits, the small-scale operations of processors demand caution when 

discussing their favourable impact on bitcoin payments acceptance levels and risk 

reduction in high-value transactions. 
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Costs related to the use of financial innovations are a significant factor determining the 

extent to which such innovations are applied (Schuh, Stavins 2013). There are 

generally two types of costs in bitcoin trading. The first one includes commissions 

charged by cryptocurrency trading platforms, and the other comprises single bitcoin 

transaction fees charged by miners (to the sender). The fee for transaction execution 

is expressed in bitcoin and does not depend on its value but rather on its size 

expressed in bytes3. Users can usually determine its value, and this translates into the 

transaction confirmation time. Recently, the costs of carrying out bitcoin payments 

have risen and we should be aware that this trend will continue. This results from the 

declining number of mined bitcoins which are a form of remuneration, but also from 

compensating for costs of electricity used up by miners. The rising fees are particularly 

noticeable in low-value transactions and may curb the use of the bitcoin system in that 

area. We believe that this phenomenon is contrary to the idea underlying the analysed 

payment system. 

Literature regarding the subject matter indicates that the capacity of the bitcoin system 

is an important problem limiting the proliferation of the cryptocurrency on a global 

scale (Croman, Decker, Eyal, Gencer, Juels, Kosba, Miller, Saxena, Shi, Gün Sirer, 

Song, Wattenhofer, 2016; Herrera-Joancomarti, Pérez-Solà, 2016). The construction 

of the bitcoin system assumes that on average one new 1 MB block appears every 10 

minutes. The small size of the block limits the number of authorised transactions to a 

maximum of 7 transactions per second, which means that one block may cover 

around 4000 transactions (Vukolić, 2016).  

The low transaction capacity of the bitcoin system has been subject to wider 

discussion, taking place both in academic circles and in the cryptocurrencies 

community. Many Bitcoin Improvement Proposals appeared online, primarily 

suggesting that the size of blocks in the blockchain should be increased. One of the 

concepts states that this size could be raised to 2 MB (Garzik, 2015). Another 

proposal posits the reduction of information size of one transaction, which would result 

in including more transactions in one block (Lombrozo, Lau, Wuille, 2015). However, 

we should remember that increasing the block size or creating new blocks more 

frequently would result in making the bitcoin system several times more prone to 

attacks (Sompolinsky, Zohar, 2015). 

The issue of the system's ‘clogging’ became particularly visible in 2016. Only slight 

adjustments have been introduced to the system to date because a consensus has 

not been reached by the vast majority of computing power contributors. This causes 

transaction queueing and higher fees, which is detrimental to user convenience.  The 

lack of consent within the community may lead bitcoin to a hard fork, i.e. the forking of 

                                                           
3
 On 26 April 2017, the Mycelium portfolio had a fee per transaction byte between 109 satoshis for low-priority 

transactions and 218 satoshis for priority transactions. If we assume that the average size of a single bitcoin 
transaction does not exceed 300 bytes, the fee should be in the range of 0.000327–0.000654 BTC. At the 
exchange rate of 1 BTC = 1300 USD, this means a fee between 0.43 USD and 0.85 USD. Franco (2015) reported 
that for version 0.9.1 of Bitcoin Core introduced in April 2014, the minimum fee was 0.00001 BTC per kB (almost 1 
satoshi per byte). Having regard to the guarantee of transaction execution, the author suggested setting the fee at 
0.0001 BTC per kB (almost 10 satoshis per byte). In practice, this would lead to a single transaction cost of 0.0001 
BTC.  
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the transactions register into two chains. One of them would operate under rules 

similar to the existing ones, and the other under new rules allowing miners to set the 

block size (Hertig, 2017). However, the functioning of two chains and the emergence 

of two types of bitcoin in trade may generate problems with settling transactions.  

Conclusion 

At the early stages of bitcoin's functioning, users sought threats to the system's 

functioning in external factors. They were concerned with the potential introduction of 

excessively stringent regulations regarding the cryptocurrencies market or even a ban 

on the system. They also pointed to the instability of quotations and the speculative 

nature of the bitcoin cryptocurrency. However, apart from the system's complexity, no 

other flaws within the bitcoin system itself were noticed. We were led to this 

conclusion by analysing specialist literature in the field of finance and performing our 

own research. Therefore, it may be assumed that the hypothesis proposed in this 

paper has been confirmed. In retrospect, it seems that the threats indicated by bitcoin 

users proved to be largely apparent. They did not materialise because governments 

and financial market supervisors describes their view of bitcoin as moderately positive. 

Their decision was based on the fact that they saw the advantages of the bitcoin 

system and subdued their concerns over its negative impact on real economy due to 

the small size of the cryptocurrencies market. 

The development of the bitcoin system helped its users detect threats to its functioning 

lying in the construction of the system itself. Technical and technological limitations 

may diminish the system's effectiveness and make its operation somewhat contrary to 

the idea for which bitcoin was created. The disadvantages presented in the paper 

have a negative impact particularly on the performance of the system’s payment 

function.  

Bitcoin system users are currently holding widespread discussions on the possibility of 

a 51% attack, the system's energy intensity, low transaction capacity, or the large size 

of the blockchain. We have also drawn attention to the rising costs of transaction 

execution and the fact that the cryptocurrency depends to a certain extent on the 

operation of intermediaries, including primarily banks and trading platforms. We have 

highlighted the importance of those phenomena for the system's functioning in both 

technological and ideological terms. We have also stressed the fact that besides the 

irreversibility of transactions, the bitcoin system does not have incentives addressed to 

merchants. The poorly-developed bitcoin payments acceptance network is largely 

detrimental to how the cryptocurrency may be used for payments in the economy, and 

as a consequence hampers the development of the bitcoin system. 

Bitcoin users are able to scale down the negative effects of the technological barriers 

indicated in the paper by introducing system improvements. However, the functioning 

of a global system with a distributed user network has shown that there are problems 

with agreeing on improvement methods and their efficient implementation. The 

experiences of bitcoin users in that area are a guideline for the developers of other 
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cryptocurrency systems and indicate that substantial improvements should take place 

in the initial stages of a system's functioning, when it is easier to reach a consensus.  
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